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EXECUTIVE SUMMARY

This publication provides results-driven guidance for those who are interested in
establishing a computer security incident response team (CSIRT) or security operations
centre (SOC), and guidance on possible improvements for different types of CSIRTs and
SOCs that exist currently.

The content of this report is based on an analysis of current publications on the establishment of
CSIRTs (the analysis is summarised in Annex B); a field questionnaire (Annex A), which was
completed by 40 CSIRTs and SOCs; and the authors’ experiences in establishing and
improving CSIRTSs as part of numerous projects carried out in Europe, Asia, Africa and South
America.

A results-driven approach is taken throughout the publication to provide guidance on the
different stages involved in the establishment of a CSIRT or SOC organisation:

e Assessment for readiness
e Design

e Implementation

e  Operations

e Improvement.

The reader will receive practical guidance on what to focus on during the individual phases of
establishment and improvement.

Up to July 2020, ENISA had published 61 reports and 21 translated versions of reports
supporting CSIRTs on its website ('). ENISA’s training package (?) provides online training
materials, training courses and exercise materials for cybersecurity specialists, based on the
‘Train the Trainer’ philosophy. This document aims to enhance ENISA’s existing body of
knowledge on the establishment of CSIRTs.

' https://www.enisa.europa.eu/publications#c8=CSIRTs
“ https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/
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