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About this document

Context

The Australian Government defines cyber security as measures used to protect the confidentiality,
integrity and availability of systems and information. A cyber incident is an unwanted or unexpected
cyber security event, or a series of such events, that have a significant probability of compromising
business operations.'

Australian organisations are targeted by malicious cyber adversaries. The Australian Cyber Security
Centre’s (ACSC) assessment is malicious cyber activity against Australia’s national and economic
interests is increasing in frequency, scale, and sophistication. As adversaries become more adept,
the likelihood and severity of cyber attacks is also increasing due to the interconnectivity and
availability of information technology platforms, devices and systems exposed to the internet.

To illustrate the volume of cyber incidents occurring in Australia, the ACSC responded to over 1500 cyber
security incidents between 1 July 2020 and 30 June 2021.2 While many of the incidents reported to the
ACSC could have been avoided or mitigated by good cyber security practices, such as implementation
of ASD’s Essential Eight security controls, risks will still remain when organisations operate online.

Managing responses to cyber incidents is the responsibility of each affected organisation.

All organisations should have a cyber incident response plan to ensure an effective response and
prompt recovery in the event security controls don’t prevent an incident occurring. This plan should
be tested and regularly reviewed.

To be effective, a cyber incident response plan should align with the organisation’s incident,
emergency, crisis and business continuity arrangements, as well as jurisdictional and national cyber
and emergency arrangements. It should support personnel to fulfil their roles by outlining their
responsibilities and all legal and regulatory obligations.

While organisations are responsible for managing incidents affecting their business, Australia’s Cyber
Incident Management Arrangements (CIMA) outline the inter-jurisdictional coordination arrangements
and principles for Australian governments’ cooperation in response to national cyber incidents.

Purpose

The Cyber Incident Response Plan (CIRP) Template and the Cyber Incident Response Readiness
Checklist (Appendix B) are intended to be used as a starting point for organisations to develop their
own plan and readiness checklist.

Each organisation’s CIRP and checklist need to be tailored according o their unique operating
environment, priorities, resources and obligations.

In addition to a CIRP, organisations can develop more detailed, day-to-day procedures to supplement
the cyber incident response plan. This could include more detailed playbooks to aid the response to
common incident types, such as ransomware or data breaches, and standard operating procedures
(SOPs) to respond to incidents affecting specific assets.

1 Australian Cyber Security Centre, cyber.gov.au, ‘Glossary’, accessed 16 December 2020.

2 Australian Cyber Security Centre, cyber.gov.au, ACSC Annual Cyber Threat Report 1 July 2020 to 30 June 2021I.

3 htips://www.cyber.gov.au/acsc/view-all-content/news/cyber-incident-management-arrangements-australian-governments,
December 2018.
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Questions
and Feedback

Questions and feedback about this document
should be directed to the ACSC via email at
asd.assist@defence.gov.au or phone

at 1300 CYBERI (1300 292 371).
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How 1o use
this document

This document includes guidance that organisations can follow to support the development
of their own CIRP. A separate CIRP template is available for organisations to fill in.

The template is not exhaustive. Each organisation’s CIRP should be tailored according
to its unique operating environment, priorities, resources and obligations.

Some fields will contain example text in red. This text is demonstrative only,
and should not be used as the basis of your CIRP.

4 Cyber Incident Response Plan | Guidance



Cyber Incident Response Plan

Table of Contents

L AUThOrITY ANA REVIEW ...t sn e enr e enre s 7
2. Purpose and ODBJECTIVES .............ccco i e 8
3. Standards and Frameworks ... 8
4. High Level Incident ReSPONSe ProcCess ... 9
5. Common Security Incidents and Responses ... 10
=5.1. CommON THreAT VECTOIS ... e e e e e e e s e s 10
=5.2. Common Cyber INCIAENTS ... 11
6. Roles and Responsibilities ... 12
- 6.1. Points of Contact for Reporting Cyber INCIAeNTs ... 12
- 6.2. Cyber Incident Response TEAM (CIRT) ......cicviueiiieueiiieieieerese st te sttt sa e bese et se e see s 12
- 6.3. Senior Executive Management TEAm (SEMT) .....cuiiiiciiieieeeiieeeeietee ettt 14
= 6.4. Roles and RelOTIONSKIPS ... 15
7. COMMUNICOTIONS Liiiurrrnnsnnnnnnsssisismmnmnnssssssssssssssasmrnsssssssssssssss e assansssssa s aEa e A E e R R R R nnmmmRR AR R R AR R AR R R nnnnn 16
el AR [0} (<TaaTe] M@ eTa aTa 0 T8 g lele ] 1 Te] o ISP FTRPR 16
= 7.2. EXTErnal COMMUNICOTIONS ..ciiiiiiiiieiiee ettt sttt ettt et se e e sab e e s se e e abe e e s e e e sabeeenne e e aneeennes 16
8. Supporting Procedures and Playbooks .............ccoummmmmmmmmmmmmssssssssssssssssssssssmmmmmmmss s sssssssssss 18
- 8.1. Supporting Standard Operating ProcedUres (SOPS) .........cceurrererererereeieeeneseseseseseesesenesesesessssesesens 18
= 8.2. SUPPOITING PIAYDOOKS ...ttt r e e n e e e sne e e e r e e neeneas 18
9. Sector, Jurisdictional and National Incident Response Arrangements ........cccccoimnnssssssmmmnneen 19
— 0.1, SECTOr AFTONGEMENTS ..ot e e e b s 19
= 9.2, Jurisdictional AFFANGEMENTS ......ouiiiii e e e 19
= 9.3, NOTONAI AFTONGEMENTS ..ottt ettt r e b r e e s a e e s s e e r e e b e e r e e er e e sneene e r e e reereas 19
10. Incident Notification and RePOrting ......ccccccusimmmmmsmsmmssssssssssssssssssssssssssssmsmmmmmmsmsssssssssssssnssssssnsnnss 20
-10.1. Legal and Regulatory REQUIFEMENTS .......ciiiiiiiiiieeiee ettt 20
=102, INSUFOINCE .. b e s b e e b s e h e e e b s b e e e b s e e 20
INCIDENT RESPONSE PROCESS ...uuuueessisssssssssssmmssssssssssmsssssssssssssssssssssssssssssnsssnsssssnssnssnssssnnnsnssnssssnnnnnnsns 21
11. Detection, Investigation, Analysis and Activation ......eeesssssss——————— 22
=111 INCIAENT ClASSITICATION ...t e e b e e s e e e enr e e sneeeanreennneenas 23
—11.2. Cyber Incident Response Team (CIRT) ACHVOTION .....c.cviuiuieiiiciicreieiee st s 23
=11.3. Investigation QUESTIONS ... e e s s e e e s s 24
—11.4. Escalation and De-eSCOlIOTION ... e e e e 24

Cyber Incident Response Plan | Guidance

5



