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Information Gathering

1. Conduct Search Engine Discovery and Reconnaissance for Information Leakage
Google hacking technique

Evident:

With: testphp.vulnweb.com

I have try google hack with search field parameter as: “site: testphp.vulnweb.com”

After this, | got basic crawling result below:

Index of /pictures/

testphp.vulnweb.com/pictures/ = Dich trang nay

Index of /pictures/ ../ 1.jpg 11-May-2011 10:27 12426 1.jpg.tn 11-May-2011 10:27 4355 2 jpg 11-May-
2011 10:27 3324 2 jpg.tn 11-May-2011 10:27 1353 3 jpg 11-May-2011 10:27 9692 3 jpg.in 11-May-2011
10:27 3725 4 jpg 11-May-2011 10:27 13969 4 jpg.tn 11-May-2011 10:27 4615 5 jpg 11-May-2011 10:27
14228 ..

Shop

testphp.vulnweb.com/Mod_Rewrite_Shop/ = Dich trang nay
Metwork Storage D-Link DNS-313 enclosure 1 x SATA - Price 359 € Web Camera AdTech PK-335E -

Price 10 € - Laser Color Printer HP LaserJet M551dn, A4 - Price 812 €

Index of /ICVS/

testphp.vulnweb.com/CVS/ = Dich trang nay
Index of /{CVS/ ./ Entries 11-May-2011 10:27 1 Entries Log 11-May-2011 10:27 1 Repository 11-May-

2011 10:27 § Root 11-May-2011 10:27 1.
Ban @3 truy cap trang nay 3 I3n. Lin truy cap cudi: 01/02/2018

ajax test
testphp.vulnweb.com/AJAXS v Dich trang nay
artists | categories | titles | send xml | setcookie.

Index of /admin/

testphp vulnweb com/admin/ « Dich trang nay

Index of fadmin/ . f create sql 11-May-2011 10:27 523.

Ban &3 truy cap trang nay 3 1an. Lan truy cdp cudi: 01/02/2018

Index of /images
testphp.vulnweb.com/images/ * Dich trang nay
Index of fimages/ ./ logo.gif 11-May-2011 10:27 6660 remark. gif 11-May-2011 10:27 79.

Index of [Templates/
testphp.vulnweb.com/Templates/ » Dich trang nay

I used some query to discovering more interested information :
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login page - Home of Acunetix Art

testphp.vulnweb.com/login.php + Dich trang nay

You can also signup here. Signup disabled. Please use the username test and the password test.
search art. Browse categories - Browse artists - Your cart - Signup - Your profile - Our guestbook - AJAX
Demo ...

signup - Home of Acunetix Art

testphp.vulnweb.com/signup.php + Dich trang nay

Signup new user. Please do not enter real information here. If you press the submit button you will be
transferred to asecured connection. Usemame: Password: Retype password: Name: Cradit card
number: E-Mail: Phone number: Address: search art. Browse categories - Browse artists - Your cart -
Signup - Your profile ...

wp-config.bak

testphp_vulnweb com/pictures/wp-config.bak + Dich trang nay

... define('DB_MNAME'", 'wp265as’); // The name of the database define(’'DB_USER’, 'root’); /f/ Your
MySQL username define(DB_PASSWORD', "), /f .._and password define(DB_HOST, 'localhost’); /f
59% chance you won't need to change this value define{DB_CHARSET, 'utfd’); define(DB_COLLATE',
"y; /i Change each KEY ..

References:

e http://www.mrjoeyjohnson.com/Google.Hacking.Filters.pdf

2. Fingerprint Web Server

Web server fingerprinting is a critical task for the Penetration tester. Knowing the version and type of a
running web server allows testers to determine known vulnerabilities and the appropriate exploits to use
during testing.

Black box test:

The simplest and most basic form of identify a web server is look at the server field in the HTTP response
header with netcat

Example:
nc google.com 80
GET /HTTP/1.1
Host: google.com
enter

enter
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